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Abstract: It is characteristic of the variety of block ciphers that they are very often structured like classic Feistel networks. The processed blocks are divided into equal separate parts which are processed through identical operations in several consecutive stages. A structure of this type has been described as 2D (dimension) construction in the paper. A development of block ciphers has been proposed, in which they have been treated as 3D constructions. This allows processing blocks with greater lengths, dividing them into a greater number of sub blocks, as well as performing wider ranges of modifications and processing operations.
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1. INTRODUCTION

The presence of the block cryptographic ciphers in the today’s stage of development of the cryptography is undoubtedly dominating. An essential prerequisite for their wide application is the circumstance that their structure has been studied quite well so far, there are no inside hidden defects and it is reliable enough. In order a block cipher to be effective enough it is necessary to allow the achievement of a good diffusion influence of the plaintexts on the cipher texts produced from them and a strong confusion dependence of the cipher texts on the used cryptographic keys [1, 5].

The development of the methods for cryptanalysis, the increase of the possibilities of the computer equipment, the distributed processing, the simultaneous use of many users different in rights, intentions and abilities as well as many other factors have led to the necessity for the development of block ciphers according to their actuality, meaning and wide application. In line with this necessity there has been a development in a number of indicators such as length of the initial key, the usage of long and complicated procedures in the calculation of the working keys. Some block ciphers use the procedure “unfolding” of the key, which outdoes the processes of encryption and decryption in its computing complexity and duration [3, 4].

Other factors that have influence on the possibilities of the ciphers are: the use of key dependent circular translocations, substitution tables and different actions. Apart from the traditional basic transformations, the use of polynomials, matrixes, finite fields, multiplicative values, etc. are widely applied. At this point there is a clear tendency for structuring of the ciphers with variable parameters like: the length of the processed word and the initial key, the number of stages and the use of different functional transformations. The usage of block ciphers with variable parameters enlarges their application according to factors like: the possibilities of the apparatus, the requirements for quick actions, the necessary amount of memory for program realization, the actuality and meaning of the protected information and so on.

2. Feistel Networks

The variety of the block cryptographic algorithms is based on the suggested by H. Feistel idea that the information liable to ciphering should be presented in separate blocks. Additionally each block is divided into two parts (words), left (L) and right (R) having the lengths of w bits and each of the blocks are coded independently. One of the words and the key element are used as arguments of the function F through which a certain modifier is created. The other word is transformed with this modifier and a previously chosen logic operation. Afterwards the two words exchange their location. The transformed words are used as an input for the next stage of processing.

The processes of encryption and decryption are done through identical sequence of actions. This allows their fulfillment with one and the same apparatus and program modules where the key elements in decryption are used in a sequence reverse to the sequence in encryption.

Figure 1 shows a cipher with such structure and parts of the results in the conditions of encrypting and decrypting. The presented structure has 4 stages of action sequence where the number of the stages is important to the efficiency of the cipher but not to the reversibility of the processes encryption and decryption [3, 4].

The processed words in the different stages of encryption are marked with LE and RE and the words processed in the different stages of decryption are marked with LD and RD.

During the first stage of encryption the input words LE0 and RE0 appear as parts of the block plaintext. With the help of the key K1 and the included actions at this stage, the two words are modified and LE1 and RE1 appear as a result at the output. These words become the input words in the second stage of encryption. The actions are done in the same way in the following stages of encryption. When the final stage finishes the words exchange additionally their locations and are written in the ciphered block in the shown way.

The same figure shows the actions in decryption. During the first stage for the input words LD0 = LE4 and RD0 = RE4 the following equation can be written: LD1=RD0=RE3  and  RD1=LE4(F(RE4,K1)
According to the equations for the separate words, after the translocation at the end of the process of encryption for LD1 and RD1 can be written:

LD1=RЕ4=RE3  and  RD1=[LE3(F(RE3,K4)](F(RE3,K4)
The fulfillment of the transformation ( has the properties (А(В)(С=А((В(С), В(0=B и B(B=0 so for RD1 can be written RD1 = LE3. In this way after the first stage of decryption the words LE3 and RE3 can be reconstructed with the use of the key K4. These words appear as input words for the fourth stage of encryption where the key K4 is used. LD1 and RD1 are the input words for the second stage of decryption.

The next part shows the performed actions and the results for each of the stages of decryption.

     stage 1                                                            stage 2

Input words: LD0=LE4   RD0=RE4

Input words: LD1=RE3  RD1=LE3
LD1=RD0=RE4=RE3   LD1=RE3

LD2=RD1=LE3=RE2   LD1=RE3
RD1=LD0(F(RD1,K4)



RD2=LD1(F(RD1,K3)

LD0=LE4  RD0=RE4



LD1=RE3  RD2=RE2
LE4=LE3(F(RE4,K4)



RE3=LE2(F(RE2,K3)
RD1=[LE3(F(RE4,K4)](F(RE4,K4)

RD2=[LE2(F(RE2,K3)](F(RE2,K3)
Output words: LD1=RE3  RD1=LE3

Output words: LD2=RE2  RD2=LE2
               stage 3                                                            stage 4

Input words: LD2=RD1   RD2=LD1

Input words: LD3=RE1  RD3=LE1
LD3=RD2=LE2=RE1



RD4=RD3=LE1=RE0 

RD3=LD2(F(RD2,K2)



LD4=LD3(F(RD3,K1)

LD2=RE2  RD2=RE1



LD3=RE1  RD3=RE0


RE4=LE1(F(RE1,K2)



RE1=LE0(F(RE0,K1)
RD3=[LE1(F(RE1,K2)](F(RE1,K2)

LD4=[LE0(F(RE0,K1)](F(RE0,K1)
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Output words: LD3=RE1  RD3=LE1

Output words: LD4=LE0  RD4=RE0
Fig. 1: Feistel Networks
So at the end of the fourth stage of decryption the two words LE0 and RE0 from the plaintext are reconstructed with the use of the key K1.

2. 3D ARCHITEKTURE OF THE BLOCK CRYPTOGRAPHIC CIPHERS

Fig. 1 presents Feistel network and in the following enouncement it will be referred to as 2D architecture of the block ciphers. One of the directions gives information about the length of the blocks and the other about the number of stages necessary for the processing of each block. In order to improve the parameters of such architecture the most often used approaches are: increasing the length of the processed blocks and used keys, integration of key managed transformations and S boxes as well as changeable architecture of the cipher. These and other possibilities for improving the parameters of the cipher are limited by its 2D architecture [2, 4].

The present enouncement offers a further development of the block ciphers of this type in which they are structured as 3D architectures. Figure 2 shows 3D structure which includes three block ciphers working in parallel. The exchange of words at the end of each stage is fulfilled among the separate ciphers and not in the frame of one cipher as it is in Feistel network.

In order to analyze the possibility such structure to be used for encryption and decryption, it is structured as a sequence only of two stages. The following marks will be used: 

a – number of stages performed by the ciphers included in the separate directions;

b – number of directions in which the 3D architecture is developed;

c – a parameter which defines the type of the processed word during each separate stage, c = 0 – input word, c = 1 – output word;

LEa,b,c, REa,b,c  - left and right word processed by the cipher during a separate stage and direction in the process of encryption;

LDa,b,c , RDa,b,c  - left and right word processed in the process of encryption;

Ka,b – used cryptographic key.

The ciphers structured according to the suggested development will be presented as 3Da,b architectures in the next part. Fig. 2 shows a cipher which can be marked as 3D2,3 architecture. The presented 3Da,b architecture can be considered as a triangle prism. This structure can be developed if b=4, 5, 6 and more directions and the cipher is considered as b-angled prism, where each of the sides functions as 2D block cipher.

The process of encryption during stages a=1 and a=2 of such 3D architecture for the directions b=1, 2, 3 can be presented in the following way:

a=1

b=1




a=2

b=1

Input words: LE1,1,0 
RE1,1,0

Input words: LE2,1,0 
RE2,1,0
LE1,1,1=LE1,1,0 ( F(R1,1,0, K1,1)


LE2,1,1=LE2,1,0 ( F(R2,1,0, K2,1)


RE1,1,1,=RE1,1,0




RE2,1,1,=RE2,1,0


Output words: : LE1,1,1 
RE1,1,1

Output words: LE2,1,1
 RE2,1,1
Exchange of the words:



Exchange of the words:

LE1,1,1= RE2,2,0




LE2,1,1= RE3,2,0
RE1,1,1= LE2,3,0




RE3,1,1= LE3,1,0

a=1

b=2




a=2

b=2

Input words: LE1,2,0 
RE1,2,0

Input words: LE2,2,0 
RE2,2,0
LE1,2,1=LE1,2,0 ( F(R1,2,0, K1,2)


LE2,2,1=LE2,2,0 ( F(R2,2,0, K2,2)

RE1,2,1,=RE1,2,0




RE2,2,1,=RE2,2,0
Output words: LE1,2,1 
RE1,2,1

Output words: LE2,2,1 
RE2,2,1
Exchange of the words:



Exchange of the words:

LE1,2,1= RE2,3,0




LE2,2,1= RE3,3,0
RE1,2,1= LE2,1,0




RE2,2,1= LE3,1,0
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Fig. 2: 3D block cryptographic ciphers.

a=1

b=3




a=2

b=3


Input words: LE1,3,0 
RE1,3,0

Input words: LE2,3,0 
RE2,3,0
LE1,3,1=LE1,3,0 ( F(R1,3,0, K1,3)


LE2,3,1=LE2,3,0 ( F(R2,3,0, K2,3)

RE1,3,1,=RE1,3,0




RE2,3,1,=RE2,3,0

Output words: LE1,3,1 
RE1,3,1

Output words: LE2,3,1 
RE1,3,1
Exchange of the words:



Exchange of the words:

LE1,3,1= RE2,1,0




LE2,3,1= RE3,1,0
RE1,3,1= LE2,2,0




RE2,3,1= LE3,2,0

When the stage of actions for a=2 finishes, according to the properties of 2D networks, it is necessary to exchange the output words once more as it is shown in figure 2. So it can be written:

LE2,1,1=LD1,1,0

LE2,2,1=LD1,2,0

LE2,3,1=LD1,3,0
RE2,1,1=RD1,1,0

RE2,1,1=RD1,2,0

RE2,3,1=RD1,1,0
The structure presented in figure 2 can be also used for decryption where the same actions are performed but the key elements are used in a reverse sequence. Part of the actions performed in the process of decryption in the presented 3D2,3 architecture are shown in the next part.
a=1           b=1

Input words: LD1,1,0 and RD1,1,0

Decryption of LD1,1,0 and RD1,1,0 to LD1,1,1 and RD1,1,1

RD1,1,1= RD1,1,0= RE2,1,1= RE2,1,0 or RD1,1,1= RE2,1,0
LD1,1,1= LD1,1,0 ( F(RD1,1,0, K2,1)

LD1,1,0= LE2,1,1= LE2,1,0 ( F(RE2,1,0, K2,1)

LD1,1,1=[LE2,1,0 ( F(RE2,1,0, K2,1)] ( F(RD1,1,0, K2,1), but since from: RD1,1,0= RE2,1,0
LD1,1,1=[LE2,1,0 ( F(RE2,1,0, K2,1)] ( F(RЕ2,1,0, K2,1) = LE2,1,0

Output words: LD1,1,1= LE2,1,0   RD1,1,1= RE2,1,0
Exchange of the words: : LD1,1,1= RD2,2,0  and RD1,1,1= LD2,30

So after the first stage (a=1) of decryption for direction “1” (b=1) the values LE2,1,0 = LD1,1,1 and RE2,1,0 = RD1,1,1 are reconstructed.
a=1          b=2

Input words: LD1,2,0 and RD1,2,0
Decryption of LD1,2,0 and RD1,2,0 to LD1,2,1 and RD1,2,1

RD1,2,1= RD1,2,0= RE2,2,1= RE2,2,0 или RD1,2,1=RE2,2,0
LD1,2,1= LD1,2,0 ( F(RD1,2,0, K2,2)

LD1,2,0= LE2,2,1= LE2,2,0 ( F(RE2,2,0, K2,2)

LD1,2,1=[LE2,2,0 ( F(RE2,2,0, K2,2)] ( F(RD1,2,0, K2,2), but since from: RD1,2,0= RE2,2,0
LD1,2,1=[LE2,2,0 ( F(RE2,2,0, K2,2)] ( F(RE2,2,0, K2,2) = LE2,2,0

Output words: LD1,2,1= LE2,2,0     RD1,2,1 =  RE2,2,0
Exchange of the words: LD1,2,1= RD2,3,0 and  RD1,2,1 = LD2,1,0  

So in the decryption for direction b=2 the words LE2,2,0 = LD1,2,1 and  RE2,2,0 =  RD1,2,1 are reconstructed. The decryption is performed in the same way for b=3 and the words are:  LD1,3,1 =  LE2,3,0  and  RD1,3,1 = RE2,3,0.

As a result from this first stage of decryption the words are LE2,1,0, RE2,1,0, LE2,2,0  RE2,2,0, LE2,3,0, RE2,3,0, which are the input words for the second stage and output words for the first stage of encryption. These results confirm that after the first stage of decryption the results received after the first stage of encryption are reconstructed.

The next stage of decryption for a=2 and b=1 can be presented in the following way.

a=2          b=1

Input words: LD2,1,0 and RD2,1,0

Decryption of LD2,1,0 and RD2,1,0 to LD2,1,1 and RD2,1,1

RD2,1,0 = LD1,3,1 but since from the previous stage of decryption for b=3 was found that LD1,3,1 = LE2,3,0 and also from the process of encryption during the first stage for b=1 LE2,3,0 = RE2,1,0 was found, so it means that:

RD2,1,0= RD2,1,1= RE1,1,0 

LD2,1,0=RD1,2,1=RD1,2,0=RE2,1,1=RE2,1,0=LE1,1,1 which means that LD2,1,0=LE1,1,1
LD2,1,1= LD2,1,0 ( F(RD2,1,0, K1,1) but from the equations LE1,1,1=LE1,1,0 ( F(R1,1,0, K1,1) and  RD2,1,0 = RE1,1,0 can be written:

LD2,1,1=[LE1,1,0 ( F(R1,1,0, K1,1)] ( F(R1,1,0, K1,1)=LE1,1,0
Output words:  LD2,1,1 = LE1,1,0 and RD2,1,1 = RE1,1,0

In the same way during this stage for b=2 and b=3 the following results appear:

LD2,2,1=LE1,2,0



LD2,3,1=LE1,3,0
RD2,2,1=RE1,2,0



RD2,3,1=RE1,3,0
After decrypting with the presented 3D2,3 architecture, the words which are at the input in the process of encryption are reconstructed as block plaintext. This fact confirms the possibility that the 3Da,b architecture of the block cryptographic ciphers can be used both for encryption and decryption in line with the properties of  Feistel networks.

4 CONCLUSIONS

The suggested development of the block cryptographic ciphers offers a number of possibilities for increasing the protection in comparison with the 2D architectures.

Such 3Da,b architectures of the block ciphers allows the increase of the length of the processed blocks. The use of several structures working simultaneously provides the possibility for achieving high level of parallel in the processing of the separate word. So a quick action can be achieved which can be compared with the one of the 2D architectures but the length of the processed blocks is considerably greater.

One of the guidelines of the future work is: examining and analyzing the possibility to build one 3Da,b architecture in another and a parallel work of several 3Da,b architectures. Such structures will allow a considerably greater interaction and functional transformations in the process of modifying the separate words. Such modifications among the separate words can be performed among words which are processed in one or different 3D structures. Block ciphers with such architecture determine bigger flexibility and possibilities for building structures which depend on the used cryptographic keys.

The suggested 3Da,b development of the block ciphers presupposes the use of considerably longer initial keys. This will make the crypto-analytical attacks towards specifying the key very difficult and will increase the stability of the cipher in comparison with the 2D architectures. The use of variable set of working key elements supposes greater possibilities in their creation and used logic actions in modifying the separate word. One of the guidelines for future work in this direction is the creation of a key “coat” of the cipher. Such a coat will allow producing the working key elements in parallel with the processes of encryption/decryption and the function of the suggested architectures to be in conditions close to the real time.

3. Another guideline for the future work is the analysis of the possibility some information to be integrated and compressed in such 3Da,b architectures. The parallel work of such 3D structures will allow considerable increase in the length of the processed blocks and their compressing with one of the predicative arithmetical methods. An essential feature of the use of such an approach is the interruption of the correspondence in size among the blocks of plaintext and the created from them cipher schemes.  The interruption of this correspondence will make the crypto-analytic analysis very difficult because the size of the separate blocks from the cipher schemes will not be known.
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